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Abstract

Quantum technologies result from the use of the laws of modern physics in increasingly
sophisticated devices, promising enormous advances in computing, communication, and
sensing, for both civilian and military use. As a consequence of technological progress that
has miniaturized instrumentation down to atomic scales, we are witnessing the nanoscale
manipulation of physical systems using intrinsic properties of quantum systems, such as
entanglement. Quantum sensors are able to go beyond classical detection limits. Quantum
communication offers a security advantage over classical communication. Quantum comput-
ing enables the solution of problems considered impossible to solve with classical computers.
These technologies emerge as a result of advances in science and engineering, enabling the
manipulation of systems at the atomic level. In this article we briefly present the fundamental
concepts of quantum mechanics, the main examples of quantum technologies in sensing,
communication, and computing. We show military applications and conclude by presenting
the challenges and opportunities.

1. Introduction
Quantum mechanics was developed at the beginning of the

20th century to explain atomic phenomena that contradicted
classical physics. Throughout that century, the application
of quantum theory enabled countless advances in science
and technology, such as the development of semiconductors,
transistors, and lasers. These advances also depended on a
better understanding of what light is, and therefore on the
formulation of quantum electrodynamics. This first quantum
revolution was based on the wave-like character of quantum
mechanics, as, for example, in the understanding of semi-
conductor theory. The advancement of nanotechnology and
instrumentation allowed the manipulation of systems with
increasing precision and the exploration of more quantum
phenomena at the nanoscopic scale. This gave rise to a
second quantum revolution [1], which includes using the
challenging concept of measurement in quantum mechanics
as a tool, along with properties such as superposition and
entanglement.

The peer review process was coordinated, and the final publicationapproved, by Humberto Baldessarini Pires .

Several instruments enabled the realization of quantum
technologies, such as scanning tunneling microscopes, lasers,
optical tweezers, superconductors, cryogenic refrigerators,
and many others. On the theoretical side, the creation of
quantum information theory, uniting information theory with
quantum mechanics, enabled advances in the understanding
of quantum phenomena arising from entanglement. Already
in the 1980s, Richard Feynman envisioned that the physics of
quantum systems would need to be simulated by a quantum
computer [2]. That decade was also marked by advances
in quantum optics, as can be seen from five Nobel Prizes,
beginning with experiments with ultracold atoms [3], Bose-
Einstein condensation [4], quantum coherence [5], and laser
spectroscopy [6], measurement and manipulation of quantum
systems, and the experimental study of photon entanglement
[7], [8]. These advances enabled the concept of Schrödinger
Machines [9], which depend on our ability to manipulate
matter at the atomic level. There are many ways to divide
quantum technologies, but following the European Union’s
Quantum Manifesto, we have quantum sensors, quantum
simulation, quantum communication, and quantum comput-
ing [10]. While the advancement of quantum technologies
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presents opportunities, it also brings risks and challenges.
The real impact that all these technologies will have in the
future is difficult to predict; however, in this article we briefly
discuss the current situation and future prospects, with a
focus on the defense sector.

1.1. Methodology

The methodology adopted included research and literature
reviews in academic databases and journals specialized in
quantum technologies. In addition, official documents from
government agencies and research institutions were analyzed
to obtain information on the global landscape and on the
future applications of these technologies. Qualitative analysis
of the information collected made it possible to identify
trends, technological developments, and practical application
cases of quantum technologies, providing a current outlook,
along with the main challenges and opportunities for military
applications.

In Section (2), we present the fundamental concepts of
quantum mechanics that will be used in the other sections of
the article. In Section (3) we present the areas of quantum
sensing, communication, and computing. In Section (4) we
present the main military technologies, and in Section (5) we
conclude by discussing the opportunities and challenges for
the Brazilian armed forces.

2. Fundamental Concepts

Quantum systems are governed by the Schrödinger equa-
tion, which, given an initial state, determines its time evolu-
tion according to the system’s Hamiltonian [11]. The states
accessible to a system belong to a vector space called
Hilbert space, which has an inner product. Observables
are Hermitian linear operators on the Hilbert space, whose
eigenvalues are the possible outcomes of a measurement,
with the probability of a given measurement given by the
Born Rule, corresponding to the square of the inner product
between the state and the state vector as it becomes the
eigenvector of the operator corresponding to the measured
state [11]. This probability is intrinsic to quantum mechanics
and is not related to uncertainties arising from the experi-
mental apparatus. This property is used in several quantum
technologies, as we will see in Section 3.

Quantum technologies are based on properties of quantum
systems, such as quantization, superposition, and entangle-
ment. Quantization, already present in the description of the
hydrogen atom, occurs when a quantum particle is confined
by a potential and results in a discrete set of energies.
The geometry of the confining potential can be engineered,
determining the energy levels. This effect is exploited in
quantum dots and wells, which have applications ranging
from TV screens to infrared radiation sensors for military
use.

Superposition, analogous to what happens with classical
waves, such as electromagnetic or acoustic waves, refers
to the sum of two distinct states. Using Bra-Ket notation,

superposition refers to:

|ψ⟩= α|u⟩+β |v⟩, (1)

with α,β ∈ C such that |α|2 + |β |2 = 1. Superposition in
quantum mechanics is a result of the choice of basis. Super-
position is used both in quantum computing, since the qubit
is written as the superposition of two states, corresponding
to logical 0 and logical 1, and in quantum communication,
as, for example, in the BB84 protocol.

Entanglement is the main resource of quantum information
theory. It is an intrinsic property of quantum systems that
correlates measurements of observables. Let us illustrate this
with the maximally entangled state of two identical particles.
Using |a,b⟩ to denote that particle 1 is in state |a⟩ and particle
2 is in state |b⟩, one of the maximally entangled states is:

|ψ⟩= 1√
2
|a,b⟩+ 1√

2
|b,a⟩, (2)

because, if particle 1 is measured in state a, we can be certain
that particle 2 will be measured in state b. The same does
not happen for the product state:

|ψprod⟩=
1√
4
|a,a⟩+ 1√

4
|a,b⟩+ 1√

4
|b,a⟩+ 1√

4
|b,b⟩. (3)

As a consequence of quantum entanglement, Bell proposed
inequalities for expected values which, if violated, would
confirm the predictions of quantum mechanics [12], as has
already been carried out experimentally [7].

3. Quantum Technologies
In this section we discuss three of the main pillars of quan-

tum technologies: sensing, communication, and computing.
This list is not exhaustive, as it could also include items such
as atomic clocks and quantum simulation [10]. In common,
all these technologies make use of concepts from quantum
information theory.

3.1. Quantum Sensors
There are three definitions of quantum sensing [13]: i)

quantum objects used to measure physical properties; ii)
systems that use quantum coherence; or iii) sensors that make
use of quantum entanglement. As examples of i) and ii), we
have neutral atoms, ion traps, Rydberg atoms, atomic clocks,
nitrogen-vacancy centers in diamond, spin-based sensors,
nuclear magnetic resonance, and superconducting circuits.
In this section we will comment on some properties and
examples of quantum sensors. Most quantum sensors are
based on two-level systems. They are controlled by a time-
dependent external signal, generally provided by electromag-
netic radiation in the visible or infrared range, or by electric
or magnetic fields [13].

Considering that the quantum sensor operates through the
interaction of a qubit with the external signal, the coupling
factor is called the transduction parameter, directly related to
sensitivity, which is proportional to the sensor’s response to
a desired signal and inversely proportional to its response to
noise [13]. Depending on the object to be measured, different
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measurement protocols can be used. The use of entangled
qubits for measurement can increase sensitivity. Quantum
sensors are considered the most mature quantum technology
for military application [14]. In subsections 4.1 and 4.2 we
will discuss the military uses of quantum radar and SQUID
magnetometers.

3.2. Quantum Communication
A concept of hacker-proof quantum communication,

grounded in the "no-cloning theorem" formulated in 1982,
allows the secure transmission of data without the risk of
eavesdropping. This technology promises more secure and
comprehensive communication, offering practical solutions
to protect sensitive information across various domains [15].

Quantum communication encompasses various technolo-
gies and applications, ranging from laboratory experiments
to commercially available technologies, the main ones being
Quantum Key Distribution (QKD) and Quantum Random
Number Generators (QRNG) [16]. The basis of quantum
communication is quantum entanglement, in which two users
share pairs of particles with linked properties. This property
is compared and used to create a kind of "secret phrase"
that encrypts the data transmission. Quantum communication
offers a unique form of security and encryption, but technical
and practical challenges still need to be overcome to make
it a widely used reality.

Despite significant advances, challenges still remain in the
development of global quantum communication networks,
with current efforts still in early stages [17]. Although it is
difficult to determine precisely when this will occur, experts
estimate that the technology may reach solid maturity within
a period of 10 to 15 years [18]. To achieve this, it is
necessary to develop other essential technologies, such as
quantum processors and a complete set of protocols and
applications specific to the quantum internet. The ultimate
goal of quantum communication is to create a "quantum
internet" — a network of quantum computers interconnected
by highly secure quantum communication [19].

3.3. Quantum Computing
Quantum computing can be understood as an alternative

way of storing and processing information. Just as classical
computing is based on the fundamental unit of information,
the bit, quantum computing is based on the quantum bit, also
known as the qubit [20].

Because of specific properties of quantum mechanics, such
as the superposition of quantum states, algorithms developed
for quantum computing — known as quantum algorithms —
can, in principle, perform certain tasks in far fewer steps than
classical algorithms [21]. This ability to perform tasks more
quickly is commonly referred to as "quantum advantage"
[22].

One of the most notable examples of quantum advantage
occurred in October 2019, when Google researchers used the
53-qubit Sycamore quantum processor for random number
generation (RNG), which was done about 20 million times
faster than the best classical supercomputer [23]. Although

limited, RNG applications are essential in crucial areas such
as cryptography [24], severely impacting the security of
digital communication.

In addition to Google’s experiment, there are several other
quantum algorithms that have been proven superior to their
classical counterparts. Among these, Shor’s algorithm stands
out — capable of factoring integers exponentially faster than
the best available classical approach [25]. Since much of
current cryptography is based on the difficulty of factoring
very large numbers, the implementation of Shor’s algorithm
renders virtually all currently encrypted data vulnerable [26].

The impact of quantum computing, however, is not re-
stricted to cryptography and digital security. The primary
motivation for quantum computing — more accurate sim-
ulation of quantum systems — is probably the one that
will be realized in the shortest time frame [27]. There are
several algorithms, such as the variational quantum eigen-
solver (VQE), that allow the calculation of the lowest energy
of a given quantum system, with important applications in
quantum chemistry and materials science [28].

Beyond the more immediate applications in simulating
quantum systems, there are several other proposed quantum
algorithms for optimization problems [29] and machine
learning [30], which could have impacts ranging from the
pharmaceutical industry [31] to the design of more aero-
dynamic structures in turbulent regimes [32], for example.
Implementing such applications, however, requires quantum
processors [33] or quantum error correction (QEC) tech-
niques [34] that are not yet available today. Based on this,
one can outline maturity horizons for quantum computing
depending on the estimated time to reach these applications,
as shown in Figure 1.

Fig. 1. Estimate of different maturity horizons for quantum comput-ing applications, ranging from horizon 1 (most immediate) to 3 (mostdistant) [35].
From the point of view of quantum hardware, there are

fundamentally two directions being developed in academia
and industry. The first concerns the scalability of current
quantum processors [33]. Given that most quantum algo-
rithms require millions of physical qubits [36] to achieve
quantum advantage over classical methods, there is a vast
room for improvement in this respect, starting from the
current 433 superconducting qubits. Figure 2 illustrates the
scalability roadmap for superconducting quantum hardware
developed by IBM. The second direction, in turn, deals
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with improving the quality of the qubit itself by increasing
coherence time, reducing the error rate of qubit readouts, and
improving connectivity between qubits [37].

Fig. 2. Roadmap set out by IBM for the development of supercon-ducting quantum computers [38].

4. Military Applications
In this section, we mention some of the main military

applications for quantum technologies. Due to the sensitive
nature of the subject, this analysis is limited by relying only
on already published information.

4.1. Quantum Radar
Quantum radar is based on photon entanglement to gain

a measurement advantage over classical radars [39], [40]. It
is a direct result of quantum metrology, a set of procedures
to increase measurement precision [41]. The quantum radar
protocol is based on quantum illumination [42]. A pair
of entangled photons is generated; while one is sent into
space, the other is stored in a quantum memory. The photon
sent out, if it hits a target, may be reflected back to the
quantum radar. In principle, it is not possible to distinguish
photons reflected by a target from mere environmental noise.
However, the presence of entanglement makes it possible,
probabilistically, to determine whether the measured photon
was reflected by the target or is just noise [40]. In this
sense, quantum radars have a better signal-to-noise ratio than
classical radars. Both China and the United States are already
working on quantum radar research [43].

4.2. SQUID Magnetometer
Magnetometers, sensors capable of detecting magnetic

fields, have several applications, ranging from metrology,
archaeology, natural resource exploration, to aerospace, and
the detection of submarines and mines. One of the most
precise magnetometers is based on superconducting quantum
interference (SQUID) [44]. Magnetometers can be used to
detect ships or submarines by detecting anomalies in the
magnetic field caused by the metal hull [45]. The use of
SQUID magnetometers allows the detection of submarines
at a distance of kilometers, as already demonstrated by the
Chinese [46], who already have a collaboration between
academia and industry in the development of SQUIDs [47].
We also note that other types of quantum magnetometers as

alternatives to SQUIDs are also being developed, such as,
for example, using atomic magnetometers [48].

4.3. Quantum Computing
The area most vulnerable to the development of quan-

tum computing is cryptography. To address this situation,
numerous investments are being made in post-quantum
cryptography (PQC) [49]. This consists of the design and
implementation of classical algorithms that are resilient even
to attacks from future quantum computers. Instead of relying
on integer factorization, PQC algorithms use more complex
structures, such as lattices [50] and elliptic curves [51], to
encrypt transmitted information.

In 2016, the National Institute of Standards and Technol-
ogy (NIST) of the United States launched a competition
for PQC algorithms to define the standard that will be
adopted in the future to protect information against quantum
attacks [52]. After 6 years and many rounds of analysis
by cryptography experts, NIST announced the 4 algorithms
selected as the PQC standard: CRYSTALS-Kyber for key
encapsulation and CRYSTALS-Dilithium, SPHINCS+, and
Falcon for digital signatures [53].

4.4. Quantum Cryptography
The importance of implementing quantum cryptography in

military applications lies within the context of cyber warfare
and relates to ensuring the security and agility of systems
[54]. The risk of hostile intelligence collecting encrypted data
with the expectation of future decryption using the power
of quantum computers is real, high, and present [55]. In
this context, the need arises for quantum advantage in cyber
warfare, which allows one to think in terms of attack and
defense in contrast to current cryptographic algorithms.

Within the scope of defensive capabilities, considering
that quantum information cannot be copied [56], a potential
application of quantum cryptography, in terms of military
applications, would be to replace conventional cryptographic
schemes (mainly asymmetric ones) involved in the exchange
of sensitive information between military entities with algo-
rithms resistant to quantum attacks, using QKD [57].

In addition, there arises the need to implement post-
quantum cryptography as soon as it is certified and stan-
dardized, making it essential to prepare the infrastructure to
implement it [58]. This applies both to military, intelligence,
and government sectors, as well as to industry or academia,
where secrets and confidential data are exchanged or stored.
It is worth noting that post-quantum cryptography should be
implemented in the Internet of Things (IoT) or the Internet
of Military Things (IoMT) [59], as a rapidly growing sector
with many potential security breaches. Finally, it is worth
highlighting the growing global trend of using machine
learning or artificial intelligence for cyber warfare [60].

5. Perspectives and Opportunities
Quantum technologies have the potential to revolutionize

both the civilian and military spheres, offering significant
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advances in computing, communication, and sensing. These
technologies are based on intrinsic properties of quantum
mechanics, such as superposition and entanglement, which
allow tasks to be performed faster and more precisely than
with classical systems.

In terms of potential military application, the applications
of quantum technologies are promising. However, despite
the enormous potential, there are still technical and practical
challenges to be overcome for the full deployment of these
technologies. In this context, the development of quantum
technologies depends on high-precision instruments, requir-
ing sophisticated engineering. Most quantum technologies
are based on systems manipulated at the atomic level. This
requires state-of-the-art technology in microelectronics, low-
noise microwave amplifiers, photonics, and nanofabrication.
The development of quantum algorithms has the lowest
barrier to entry, but at the cost of creating technological
dependence on the countries that hold the quantum hardware.

Furthermore, the path to maturity and effective application
of quantum technologies is still uncertain, but continued
progress in research and development may lead to signifi-
cant advances in military capabilities in the future. Careful
development, monitoring, and strategic adoption of quantum
technologies will be essential to ensure that the benefits are
realized while risks are mitigated, and that global security
and stability are preserved.
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